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Security Manager - Updating User Data

1. From the main menu, select Self Service. In the Self Service tab, select Users & Entitlements.

CitiDIRECT 2>»

Home Payments Receivables & Collections + Trade /EForms Reports & Analytics « Inquiries & Searches File Services « Self Service «

Self Service a Navigation Mode
Maintenance Reference Information ..WorldLink® Libraries Alerts and Notification
Template Library Holiday Calendar WorldLink® Same Day Account Library Create Alert
Standing Instruction Library Payment Cut-Off Time WorldLink® Credit Account Library Event Notification [Z
Library Maintenance Client Service Contacts Chegue Stock Maintenance Library
Online Account Reconciliation - Email Alert Company Library
1 N Additional Notifications Management

Standing Instruction Library FI FX Spreads Library

CMS - Knowledge Management To Submit/Modify

Funding Account Library

Resource Center To Authorize
Account Management View All
Signer Management Service Request

Learning and Communications
Create New Service Reguest

User Guides & FAQs 2
To Submit/Modify

Client Administration Service

(u;ars& Entitlements ¥ )
Client Settings

View All

WorldLink® Libraries

Fl Fee Libra
Bulk User Credential update el

Cheque Number Maintenance Library

Change Security Questions

2. Apanel will appear on the left. Select Users & Entitlements - Users - All Users.

CitiDIRECT >»

Home Payments v Receivables & Collections Trade / EFor]

Create

[ ]
!E> Access Profiles Maodify/Repair
Client Setfings

of
1710472025

User Entitlements

Bulk User Credential
Update
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3. Then alist of users will be displayed. Click on the user’s name and last name to access the profile.

CitiDIRECT >
Home Payments « Receivables & Collections Trade / EForms = Reports & Analytics Inquiries & Searches File Services - Self Service «
2 [ ]
AllU 3 7
sers (33 = [
Users & ( ) = L
Entilements
» Show Search Criteria
B °
* .
All{1-330f 33 : ( 103 : dob
Client Sefiings ( ) Selected ltems: 0 (As of 17/04/2025 10:03:23 GMT+01:00) (* 4%
0 #asnﬁ; User Worklist Access User Status Ijil Credential A\ @ Mobile
As of — | 24 Alias status Profiles 1a Registration £y - Access
1710472025 - ;
10:03:23 [[J GOL... elgol... Processed 10 Active YES &
GMT+01:00 [ GRA.. prgrd... Processed 1" Active YES
C [J HAL... phala... Processed 2 Active YES
[J JASL.. ajasi.. Processed 2 Active YES
[J KUM... mkli... Processed 10 Active YES
[[J KOZ... anko... Processed 12 Active YES
[J LUK... allul... Processed 3 Active YES
Ll MAJ.. toma.. Processed 10 Active YES
[J MIMK... omin... Processed 2 Active YES
[J MAW... szna... Processed 10 Active YES L
Reset User Allow Mobile Remove Mobile Delete User
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In this window you can change:

o First Name and Last Name (If you change these details, you must also update your AML data, which means
providing your ID document with the current details to the bank).

« User status to Active or Inactive (setting the status to Inactive takes away the ability to log into the system)
o Address under the Create new address button, contact details such as Phone number or Email address.

* Youcan also make a change in the access settings. The options to set are Date, Time in which the user can
log into the system and Days of the week

CitiDIRECT 2>»

Home Payments Receivables & Collections Trade f EForms « Reports & Analytics - Inquiries & Searches File Services « Self Service «

&) Create User

Users & Complete the sections below to define user information, assign credentials and associate * = Required Field

S cntitlements.
L Single Bulk
il
Client Setlings # First Name (i) Middle Name (i) * Last Name ()
TEST TEST
As of N P
1710472025 Nickname (i) Dept. / Division (i) * User Role
14:37:04 Finance b
GMT+01:00

&

User Information This section is required

Enter general user information, address and contact details.

User Alias # Status
@ Active O Inactive
Initials Alternate Login 1D (@ User Manager (T)
o}

* Employee ID Type * Employee ID

SCE-ID v

B I\
Address Details
Click 'The above address is correct' check-box to confirm that address details are correct.
Click 'Create New Address' to enter new address details.
Building/Floor/Room Street Address 1 City
ul. Senatorska 16 WARSZAWA

# Country/Jurisdiction State / Province | Territory Postal Code / Zip Code

Poland (PL. v 00-923

* Time Zone

Sarajevo, Skopje, Warsaw, Zagreb (EC3) w
# The above address is correct
Create Mew Address
Contact Details

* Codel iber no./ Ext. * Mobile Country CodelTelephone (1) = Email ()

+43 Pol » | | 123456739 +43 Pol | 123456739 Testi@citi.com
Allow Access

# Date = Time Days of the week
From To From To SUN MON TUE WED

17/04i2025 1710472030 12:00:00AM | @ | 1159:59PM | @ THU FRI SAT

J
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5. After making changes, click the Submit button at the very bottom. An information window will appear

in the AML topic. If you want to make changes, select Yes.

» 2 - Credentials

» 3 - User Entitlements

Expand All [=] Collapse All

_] Reset User
Select the Reset User checkbox and Submit fo unlock the User.

@ Save Delete Subscription Status

This section is oplional

Thiz section is optional

AML Entitlement Alert

Thiz update may have Anti-Money Laundering (AML) regulatory impact.
For Europe, Middle East, or African (EMEA) AML requirements, click here.
For Latin America and Asia AML requirements, click here, then review the
content for the relevant countries.

Eased on the entitlements granted, users may be unable to authorize
payments in AML impacted markets until Citi receives the required identity
documents. The status of your users can be checked by running the AML
User by Client Report under Access Management Reports.

Click Yes to continue or Mo to cancel the request.

|?Es No

6. After making changes, a message will appear that the user profile has been sent for authorization.

CitiDIRECT 2>

Home Payments = Receivables & Collections = Trade / EForms Reports & Analytics Inquiries & Searches = File Services - Self Service

z -~
AlU 2
sers (33 = [
Users & { ) =
Entitliements
@ Confirmation
-~
EE; The User has been sent for authorization.
1. You can track the record status in the All Users section
Client Setfings
LEY (
1710412025 (D)Send An Alert
10:07:37 Wou can send an alert o the authorizer(s) fo let them know about this change.
GMT+01:00

» Show Search Criteria
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7. The Security Manager can authorize by going to Self Service - Users & Entitlements - Users - Authorize
(the administrator cannot authorize changes made by himself/herself).

CitiDIRECT 2>
Home Payments ~ Loans ~ Receivables & Collections |
Create

Users &
Entitlements

®
IE' Access Profiles Authorize

Clients - New 2

N =

T User Entitiements Modify/Repair

As of
17/04/2025
10:39:02
GMT+01:00 Unlock User All Users

©

8. Then select the user and click Authorize. You can also select Send To Repair which will send the process back to
the creator to the Modify/fix tab, or Reject to completely reject the changes.

- ~
Authorize Users (1) = [

3 Show Search Criteria

Authorize (1-10of 1) Selected ltems: 1 (As of 17/04/2025 10:40:35 GMT+01:00) (¥ {@}
User
User - . Access  User Status
n;;nle Alias  Action Worklist status Profiles e PO
M ... bao.. -- ending Authorization to ... ive
03T b Pending Auth tion 1 2 Act
[ Authorize Send To Repair Reject ]
_ /

If you have any questions, please contact the CitiDirect Technical Support >>
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